Hpuioxenne Ne2.
HNupopmannoHHasi NaMATKA I 00y4al0UIUXCS /sl pa3MelleHus Ha 0(pMIHaIbHBIX
HNuTepHET-pecypcax

C KaXIIbIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIPHUKUA OJTHU U3
CaMbIX aKTUBHBIX IOojib30BaTened PyHera. Mexnay TeM, NOMHUMO OTPOMHOIO KOJWUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJDKHA IMOMOYb TeOe 0e30MacHO
HaXOJUTHCS B CETH.

Komnviomepnvie supycoi

KoMmnbrorepHslil BUpYC — 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTIIMYATEIIbHON
0COOEHHOCTBIO KOTOPOHl SIBIIS€TCSI CIIOCOOHOCTh K pa3MHOXKEHHI0. B ponoigHeHue K 3TOMY,
BUPYCHI MOT'YT MTOBPEAUTDH WM TIOJTHOCTBIO YHUUTOXXUTH BCe (DailsIbl U JaHHBIE, TOAKOHTPOJILHBIC
I0JIb30BATENI0, OT UMEHH KOTOPOTro ObUIa 3alyllieHa 3apaxEHHas IporpaMma, a TaKkKe OBPEAUTh
WIN J1a)Ke€ YHUYTOXXUTH ONEPAIMOHHYIO CHCTEMY CO BceMH (haitiamu B 11esioM. B GonbmHCTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpamMM:

1. Hcnonb3yli coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhEZHBIN YPOBEHb
3aLUTBI OT BPEAOHOCHBIX IIPOrPaMM;

2. TlocrostHHO ycTaHaBiaMBail madTH (UUGPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LEJbI0 JOPAOTKM MPOrpaMMmbl) U JApyrue OOHOBIIEHHUS CBOEH
OTIepallMOHHON cucTeMbl. CKauMBail X TOJIBKO C OPHUIMATBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pe1UM aBTOMaTH4E€CKOT0 OOHOBIIEHUS, BKJIIOUH €I0;

3. Paboraii Ha cBOeM KOMITbIOTEpE TOJ] ITPaBaMU IIOJIb30BATENs, & HE aIMUHHCTPATOPA.
3TO HEe 03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOTrPAMM HHCTANIUPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE NPOrPaMMHbBIE NPOJYKTHI U3BECTHBIX NPOU3BOAMUTENEH, C

aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb puU3MUECKUl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIHIL;

6. Hcnonp3yii BHEIIHNME HOCUTETN HHPOPMAITUH, TaKue Kak (iemrka, TucK win (ain u3
UHTEPHETA, TOJIBKO U3 MPO(EepeHHBIX HCTOUHUKOB;

7. He orkpbiBail koMIblOTEpHbIE (haliibl, MOJYYEHHbIE M3 HEHAJEKHBIX MCTOUYHUKOB.
Haxe T1e (ailnbl, KOTOpble HpUCIad TBOM 3HAaKOMbIN. Jlydmie yrouHu y Hero,
OTIIPaBJIsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He BHJ epeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpeH I, Mapka. Ere
B 1991 roay Huzaepnanjackas xkommaHus 3apeructpuponana opens «WECAy, uro o6o3Hadano
cnoBocoyetanue «Wireless Fidelity», KoTopslii mepeBoIuTCs Kak «0ecrpoBOAHASI TOYHOCTh.

Jlo Hamiero BpeMeHM JolIa Apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW ke
TexHoyoruei. Oto abopeBuatypa « Wi-Fi». Takoe Ha3BaHHEe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03Ha4aeT «BBICOKAsI TOUHOCTHY.

Ha, GecriiaTHBIM MHTEPHET-AOCTYI B Kade, OTensX U a’ponopTrax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BBIXOJIa B UHTEpPHET. HO MHOTHE SKCIepThI CYUTAOT, YTO oOmienoctymnubie Wi-Fi

CETH HE ABJIAIOTCA OE€30IIaCHBIMHU.

CoBeTbl 110 Oe30macHOCTH paboTe B 001IeA0CTymHbIX ceTsix Wi-fi:
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He mepenmaBaii cBoro auunyro mH(OpMAaIHMiO uepe3 obmemoctymubie Wi-Fi cern.
Pabotast B HuX, JKeaTesIbHO HE BBOJUTD MTAPOJIH I0CTYIIA, IOTHHBI U KAKHE-TO HOMEpa;
Hcnonb3yit 1 OOHOBISNH aHTUBUPYCHBIE IPOrpaMMBbl U OpaHamayep. TeM cambIM Thl
obe3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yHkmuio «OO0mwuil goctyn k dainam u
npuntepam». JlanHas (QYHKIUS 3aKpbiTa [0 YMOJYaHHWIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIOIb30BaHUS B paboTe win yueoe;

He ucnone3yit ny6nmunsiidi WI-FI anst mepenadn NTUYHBIX JaHHBIX, HapuMep s
BBIXOJIa B COIIMAJIbHBIE CETU WM B AJIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeaunenue uyepe3 HTTPS, a ue HTTP, t.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone otkmoun  QyHkumioo  «[loakmouenne k- Wi-Fi
aBTOMaTuyecku». He gomyckail aBTOMaTH4eckoro MoAKIIOYEHUS YCTPOHCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

COI/;MCZJZbele cemu

ConuasibHble CETH aKTUBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIIOIU PA0OTAIOT U KUBYT TaM
noCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SBISETCA OJHOU
CeIbMOI BCEX JKHTENICH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UIMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJJleHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHUSIMHU.

OcCHOBHBIE COBETHI IO O€30IaCHOCTH B COIMAJIBHBIX CCTAX:

1.

2.

Orpanuub CHUCOK Jpy3ei. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX U
HE3HAKOMBIX JIFOJICH;

3amuiaii cBOIO 4YacTHYIO kM3Hb. He ykaswiBail maponu, TenedoHsl, agpeca, AaTy
TBOETO POXICHUS U JPYTYIO JUYHYIO HHPOpMAIUIO. 3JIOYMBIILIJICHHUKA MOTYT
UCIOJIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOM POAMUTENH IJIAaHUpPYETe
IIPOBECTU KaHUKYJIbI;

3amumail CBOo pemyTaluio - JepkKH €€ B YUCTOTE U 3aJaBail cebe BOIpoc: XOoTel Obl
ThI, YTOOBI JAPYTHE MOJIb30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [logymaii, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HAMIUCATh U 3arPYy3HTh;

Ecnu TbI rOBOpHILIB C JTI0BMH, KOTOPBIX HE 3HACILIb, HE UCIIOIb3YH CBOE peaIbHOE UM
U IPYTYIO JINYHYIO HH()OPMAIIUH: UM, MECTO KHUTEIbCTBA, MECTO yueObl U Ipoyee;
N3zberaii pazmenienus ¢potorpaduii B UuTepHeTe, r/1e Thl n300paxeH Ha MECTHOCTH,
10 KOTOPOH MOYKHO OIPENENIUTH TBOE MECTOIOJIOKEHUE;

[Ipu perucrpanuu B cOIMaIbHON CETH HEOOXOAUMO UCIOIb30BaTh CIOXKHBIE MTAPOJIH,
cocTosIMe U3 OyKB U IU(]P U ¢ KOJTUUECTBOM 3HAKOB HE MEHEeE §;

Jlji couManbHOM CeTH, MOUThl U APYTUX CaTOB HEOOXOAMMO HCIIONb30BaTh pa3HbIe
naposi. Torga eciu Te0s B3710MAIOT, TO 37I0YMBIIUIEHHUKHU MOIYy4YaT JOCTYT TOIBKO K
OJTHOMY MECTY, a HE BO BCE Cpa3y.

DnekmponHvle OeHbU

ONEeKTPOHHBIE JIEHBIM — 3TO OYEHb YIOOHBIA CIIOCOO MIIaTeX,eH, OAHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JIECHBIH.

3J'ICKTpOHHBIe JCHBI' IIOABHIIMCH COBCEM HCIAaBHO WM MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CHUX IIOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.
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B Poccumn sxe onn pyHKIHOHUPYIOT M O HUX YK€ MIPOMUCAHO B 3aKOHE, TJIe UX pa3dessioT
Ha HECKOJIbKO BUJIOB — AHOHMMHBIE U HE AHOHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH onepanuu 0e3 wuaeHTU(UKALWK [OJb30BaTeNsi, a B
HEAaHOHWMHBIX UACHTU(DUKAIINH [TOJIB30BATENIS SBISICTCS 00S3aTEIILHOM.

Taxoke cieqyer pa3nnyarh 3JEKTPOHHBIE (HUATHBIC JEHBIH (paBHBI rOCYJAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HEHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ 3IEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBsku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yJOOHBINH U OBICTPBINA CIIOCOO
BOCCTAHOBUTh AOCTYN K cueTy. IlpuBs3aHHbli TesneoH MOMOXKET, eciau 3adynellb
CBOU IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit onHopasoBsle naposu. [locie nepexona Ha yCUIIEHHYIO aBTOpHU3aLHIO Te0e
y’Ke He OyIeT yrposkaTh ONAaCHOCTh Kpa)kyl MIIM TIepeXBaTa IJIaTeKHOTO apoJis;

3. Boibepu cnoxublii naposib. IlpectynHukam Oyaer He IPOCTO Yrajarh CIOXKHBIH
napoib. HaznexHsle mapoau — 3To MapoJid, KOTOpPBIE COiepKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbBIE U MPONUCHBIE OYKBBI, IIUPPHl U HECKOJIbKO CHMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, pyHTa, BOCKIHMIATEeIbHbIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIEIb.

9ﬂ€Kmp0HHaﬂ noima

DNeKTpOHHAs T0YTa — 3TO TEXHOJIOTUS U IPEJOCTABIISIEMBIE €10 YCIIYTH 10 TIEPEChUIKE U
MOJYYCHUIO DIJIEKTPOHHBIX COOOIICHH, KOTOpPBIC PACHPEACISIOTCS B KOMITBIOTEPHOW CETH.
OO6b19HO ANEKTPOHHBIN MOYTOBBIA  SIIMK  BBITJISAUT CJIETYIOIIUM o0pa3zom:
UMS_TIONIb30BATESI(@UMSL_JOMeHa. Takke KpoMme Iepeladyd NpOCTOrO TEKCTa, HMEETCs
BO3MOXKHOCTh TepeaaBaTh (paiibl.

OcHOBHbIE COBETHI 110 Oe3011acHOl paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh IpaBHIIbHBIN TOYTOBBINA cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBHCOB, OJITHAKO JIy4lle JOBEPSTh TEM, KOTO 3HAaellb U KTO
IIEPBBII B PEUTHHTE;

2. He yxaspiBaii B IM4HOM moyre nuuHyo MHGopmManuio. Hanpumep, nyurie BeIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYO aBTOPU3AIMIO. DTO KOT/Aa TOMUMO MapoJisi HY>KHO BBOJUTD
KOJI, TpHUChIIaeMbIil o SMS;

4. BoiOepu cioxHbIM nmaponb. s KakIoro MOYTOBOrO SIIMKA JOJKEH OBbITh CBOM
HAJIeKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HalUcaTh CaMOMY CBOW JIMYHBIH BOIPOC, UCHOJIB3YH 3TY
BO3MOKHOCTB;

6. Vcnonp3ylh HECKONBKO MOYTOBBIX SIIUKOB. IIepBbI i1 YacTHOM MNEpenucku c
ajpecaTaMM, KOTOPbBIM Thl JIOBEpsielllb. OJTO JJIEKTPOHHBIH ajgpec HEe Hauo
UCIOJIb30BATh MPU PETUCTPALIUH HA pOopyMax U caifTax;

7. He oTkpsiBail ¢aiiiibl U Ipyrue BIOKEHHs B MHUCbMax JAa’ke €CIM OHU MPUIILTU OT TBOUX
npys3eit. Jlydiie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (ailbl,

8. Tlocne okoHYaHUsI paOOTHI HA IOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJIKHU C CAUTOM
He 3a0yap HaxKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbcmeo

KubepOymamar — mpeciiejoBaHue COOOIICHUSMH, COACPIKAITUMHU  OCKOPOJICHUS,
arpeccuio, 3alyruBaHKe; XYJIUTAaHCTBO; COIMATBHOE OOMKOTHpPOBAHHE C MOMOIIBIO PA3THYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 11O OOPLOE ¢ KHOEPOYIITUHTOM:

1.

N

o

He Opocaiicst B 60ii. JIyammii cmoco0: mocoBeToBaThCs Kak ce0si BECTH U, €CIIU HET
TOTO, K KOMYy MOKHO OOpaTUTbCA, TO BHayale YCIOKOUTHCA. Ecimu Thl HauHeUIb
OTBEUYaTh OCKOPOJCHHUSMH Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJBINe Pa30KKelllb
KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanuei;

AHOHUMHOCTH B ceTd MHUMas. CylIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

He crout Bectu xynuranckuit 06pa3 BUpTyaibHOM xu3Hu. IHTepHeT pukcupyer Bce
TBOM JICHCTBUS U COXPAHSCT UX. Y IaTUTh UX Oy/IeT KpaiiHe 3aTpyAHUTEIHHO;
Cobmroait CBOIM BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit equHnuHbIi Heratus. OHOpa30Bble OCKOPOUTEIbHBIE COOOLIEHUS JTyUllle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTaIuu;

ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMU COOOIIEHUSMH, B COLIMAIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUN C OMpeaeeHHbIX
a/IpecoB;

Ecnu Tl cBugerens kubepOymunHra. TBoOW [EHCTBUS: BBICTYNHTH TPOTUB
IpecieaoBareisi, NoKa3aTb €My, YTO €ro JEWCTBHUS OLICHWBAIOTCS HEraTHBHO,
MOAJEPKaTh JKEPTBY, KOTOPOM HYXKHA TICUXOJOTHYECKas IOMOIb, COOOUIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO IMOBEJCHUS B CETH.

Mobunvubiit menegon

CoBpemenHbIe cMapT(OHBI U TUTAHIIETH COAEPKAT B c€0€ BIIOJIHE B3POCIBIN ()yHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMM KOMIbHOTEpaMu. OJHAKO, CPEICTB
3alUTHI AJ1s TOJOOHBIX YCTPOICTB [MOKa OYEHb Majo. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEN B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i 1K, To jkxe camoe kacaeTcsi 1 MOOMIIbHBIX IPUIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3ephl yxkKe MPAaKTUYECKH JAOTHAIM HACTOJbHBIE aHAIIOTH,
OJIHAKO pacHipeHue (yHKIMOHAIA BJIEYET 3a CO0O0M OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBIICHUS, 3aKPBHIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI s 0€30MMaCHOCTA MOOMIIHLHOTO TeledoHa:

1.

ok w

Huudero He sBnsieTcs no-HacrosemMy OecriiaTHbIM. byib ocToposkeH, Beab Korja Tede
npeajaramT OecrjaTHbIH KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO IIaTHbBIE
YCIIyTI'H;

Hymaii, npexe ueM otnpaBuTbh SMS, ¢hoTo min Buaeo. Thl TOUHO 3HACIIB, 1€ OHU
OyayT B KOHEUHOM UTOrEe?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMAapT(OHa;

Vcnonb3yit aHTUBHPYCHBIE IPOrPaMMBI /17151 MOOUJIBHBIX TeNe(OHOB,;

He 3arpyxail mpuioxeHnst OT HEM3BECTHOTO MCTOYHHKA, BEJIb OHU MOTYT COJIEpKaTh
BPEJOHOCHOE NTPOrPaMMHOE 00ECIIEUEHUE;
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6. Ilocie Toro Kak Thl BBIHCIIH C CaiiTa, TJI€ BBOJAWJ JMYHYIO MH(POPMAIIHMIO, 3311 B

HacTpolku Opaysepa u ynanu cookies;

[lepuonnvecku npoBepsiii KaKue IUIATHBIE YCIYT'H aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. MaBaii cBOif HOMEp MOOMIBHOTO TenedOHA TONBKO JIIOJIM, KOTOPBIX Thl 3HACIIb M
KOMY JIOBEPsICIIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJIa THI UM HE TMOJb3yenibcsi. He 3a0ObiBait
WHOT/Ia TIPOBEPSTH 3TO.

~

Online uepwt

CoBpeMEHHBIE OHJIAMH-UIPBI — 3TO KPACOYHBIE, 3aXBaTbIBAIOUIME pPa3BICYCHUS,
00BEAMHSIONINE COTHHU ThICAY YEJIOBEK 110 BceMy Mupy. Urpoku nccienyroT JaHHBIA UM MHUP,
00IIat0TCs IPYT € IPYTOM, BBINOJIHAIOT 331aHUs, CPAKAOTCS C MOHCTPAMHU U [IOJIy4aroT OMbIT. 32
yIIOBOJIBCTBHE OHM IUIATST: TOKYIAIOT JTUCK, OIIAYMBAIOT A0OHEMEHT WJIM MPHOOPETAIOT KaKue-
TO OIILIHH.

Bce atu cpenctBa uMayT Ha mMOJAepKAHME W PA3BUTHE WIPhl, a TaKXKE Ha camy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CHUCTEMBbl aBTOPHU3AllMH, BBIMYCKAIOTCS HOBBIE IaT4d
(undpoBbIe 3aMIaTKU AJIs IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUrpax CTOUT OIaCaTbCiA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlIUN OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI IO 0€30MAaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu apyroit urpok BefeT cedsl II0Xo UM co3JaeT TeOe HeMPUATHOCTH, 3a0JI0KUpPYH
€ro B CIIMCKE UTPOKOB;

[Toxanyiics aAMHUHUCTpAaTOpaM UIPbl Ha IIJIOXO€ IIOBEACHHE 3TOr0 HIPOKa,
KEJIaTeIbHO IPUIIOKUTh KaKHe-TO 0KA3aTelbCTBA B BUJIE CKPUHOB;

He yka3biBaii nuunyto uHbopmanuio B npodaiisie urpsl;

VYBaxkail Ipyrux y4aCTHUKOB I10 UI'PE;

He ycranaBnuBaii Heo(uimaabHble MaTYH U MOJIBI;

Hcnons3yit Cil0kKHBIE U pa3HbIE TAPOJIH;

Jlasxxe BO BpeMsl MI'Pbl HE CTOMT OTKJIIOUYaTh aHTUBUpPYC. lloka Tl Mrpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

No o ko

Duwiune unu Kpaosica TU4HblX OaHHbBIX

OObIYHOM Kpakel JeHer M JOKYMEHTOB CErofHs YK€ HHKOro He yauBHfillb, HO C
pa3sBUTUEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKH IIEPEMECTHJINCh B  HMHTEPHET, U
IPOJOJIKAIOT 3aHUMAThCA WIHOOMMBIMY JI€TI0M.

Tax mosiBUsIach HOBas yrpo3a: UHTEPHET-MOIIEHHUYECTBA WM (DPUILMHT, TJaBHas ILeJb
KOTOPOT'O COCTOMT B MOJYYEHUH KOH(UICHIMATbHBIX JAHHBIX MOJIb30BaTENIe — JIOTMHOB H
naposieil. Ha anrnuiickom s3pike phishing unraercs xak ¢ummar (ot fishing — pbiGHas o,
password — mapoJis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnemm 3a cBomM akkayHTOM. Ecim THI momo3peBaelib, 4TO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HE0OXO0IMMO 3a0JIOKUPOBATH €€ M COOOLIUTH aIMUHUCTPATOpaM pecypca
00 9TOM KaK MOKHO CKOPEE;

2. Hcnonw3yit 6e30macHble BeO-CaliThl, B TOM YHUCIIE, UHTEPHET-Mara3uHoB 1 MOMCKOBBIX
CHCTEM;
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3. Hcmonp3yii ClI0XKHBIE W pa3HbIe Mapoiu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3TIOYMBIIIJICHHUKH TIOJIy4aT JAOCTYI TOJBKO K OJJHOMY TBOEMY IMPOQMIIO B CETH, a He
KO BCEM;

4. Ecnu Te0s B310OMaIU, TO HEOOXOIUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

no0aBjeHbl y TeOsI B IpY3bsiX, O TOM, 4TO TeOsI B3IIOMAlU U, BO3MOXHO, OT TBOETO

MMEHH OYZET pacchUIaThCs CIIaM M CChUIKU Ha (DUIIIMHTOBBIEC CAMTHI;

VYcranoBu HanexHbIH maposib (PIN) Ha MoOuIBHEIN TenedoH;

OTKIIIOYM COXpaHEHUe Maposst B Opaysepe;

7. He oTkpsiBail (aitiibl U Ipyrue BIOKEHHs B MUCbMaXx JakKe €CIM OHU MPUIILTU OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiibl.

o o

Lugpposas penymayus

[udposas pemyranus - 3TO HEraTUBHAs WM MO3UTHBHAs MH(pOpMAIHS B CETH O Tebe.
Komnpomerupyromas uHpopManus pa3MelIeHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU >xu3Hu. «L{udpoBas penyramus» - 3TO TBOW UMUK, KOTOPBINA
dbopmupyetcs u3 uHbopMauu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘I€6BI, TBOC (I)I/IHaHCOBOG ITIOJIOKCHUC, 0COOEHHOCTHU XapakTepa
" pacCCKa3bl O OJIM3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moJIpOoCTKH JIETKOMBICIIEHHO OTHOCSTCS K IMyOJHMKAauy JTUYHON HH(pOpMaIuH B
HuTtepHeTe, He TOHUMAas BO3MOXKHBIX ITOCIEeNCTBHI. ThI 1ake HE CMOXKEIIb IOTagaThCs O TOM, YTO
¢dororpadus, pazmerieHHas 5 et Ha3aj, cTajla MPUIUHONW OTKa3a MPHUHATH TeOs Ha PaboTy.

KommenTapuu, pa3menienue TBoux Gororpaduil u qpyrue AeUCTBUs MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTOo, KaK Thl X YAaJauIlb. Thl HEe 3Haelllb, KTO COXpaHUJ 3Ty UH(OpMaIHIO, [Toraja
JU OHA B IOMCKOBBIE CHCTEMbl M COXpPAaHWJACh JIM OHA, a IJIABHOE: YTO MOAYMalOT O Tebe
OKpY’Kalollee JII0AH, KOTOpble HAaliAyT U yBUIAT 3T0. HailiTu mHpopManuo MHOTO JIET CIyCTs
CMOJKET JH000M — KakK U3 JOOPbIX NOOYKIEHUH, TaK U C HAMEPEHUEM NIPUUMHUTD BPEJ. ITO MOKET
OBITH KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIIuTe HU(PPOBOI penyTauuu:

1. Tlomymaii, mpexnae 4eMm yTO-TO MyOJMKOBaTh U mepenaBaTh y ceOd B Oiore Wiau B
COILIMAJIbHOM CeTH;

2. B HacTpoiikax mpo¢uis ycTaHOBH OTPaHUYCHUS HA TIPOCMOTP TBOETO MPODMIIS U €ro
COJIEPKMMOT0, C/IETIal €ro TONBKO «IJIs ApYy3ei»;

3. He pa3memaii 1 He yka3piBail HHPOPMAIUIO, KOTOPasik MOXET KOTO-THO0 OCKOPOJISITH
WJIM OOMIKaTh.

Aemopckoe npago

CoBpeMeHHbIe NIKOJIbHUKH— aKTUBHbIE NI0JIb30BaTENN IIU(PPOBOro npocrpancTBa. O1HAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepmuH «HMHTEIEKTyaldbHass COOCTBEHHOCTbY» OTHOCHTCA K DAa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300peTeHH U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTD
Ha TPOAYKTHl W YCIyTM , M 3aKaHUuMBas KHUramu, QoTtorpadusmu, KUHOPUIBMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.
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ABTOpCKHE IIpaBa — 3TO IPaBa Ha MHTEJUICKTYaIbHYI0 COOCTBEHHOCTh Ha IPOM3BEACHUS
HayKH, JIMTEPATYPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BHICTYAIOT B KaU€CTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OydeT HalpacHbIM, JacT €My CIpaBeljIMBbIe
BO3MOXKHOCTH 3apaboTaTh Ha pe3y/ibTaTax CBOErO TPyZa, MOJYYHTh U3BECTHOCTHh W NMPU3HAHHE.
Huxkro 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTH €ro MPOU3BEICHHE, PACIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJINYHO
UCIIOJIHATD, [I0KA3bIBATh/UCHIOIHATH B 3(Hpe UK pazmeliaTts B IHTepHeTe.

Vcnonb30BaHue «IMpaTCKOro» NporpaMMHOI0 00ecredeHns: MOKET IIPUBECTH K MHOI'MM
pUCKaM: OT IOTEPHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, TIe
YCTAQHOBJICHHBII He JlerajabHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerayibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopmane

CereBu4ok.p) — TBOHM TJIABHBI COBETYMK B CETH. 3/1€Ch Thl MOXEMIb Y3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUECKOM
CUTyaIlMd OOpaTUTHCA 3a COBETOM. A TakyKe MPUHATh Y4acTHE B KOHKYpCax U CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !

Hcrounuk: https:/www.ennnblitypok.pd/index.php/plan-meropriyatij-kontseptsii-
bezopasnosti/edinyj-urok-po-bezopasnosti-v-seti-internet-2018
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